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Signal

e Forward Secret
e Deniable

e Asynchronous






Threat Model

e Network or Server passively watching / monitoring traffic

e Surveillance of the contents of messages
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https://github.com/equalitie/np1sec
https://github.com/asn-the-goblin-slayer/flute

Metadata

When a user is online
Contact List
When messages are sent

Size of messages



Metadata

We kill people based on metadata
— Michael Hayden, NSA/CIA



github.com/ag//oond

O This regpository Search Pull requests Issues Marketplace GCist

agl / pond @ Watch~ 113 & Star 845 1056
<2 Code IsSsues 59 =ull requests 17 Prcjects 0 Insights «
Ponc

D 442 comm ts I 5 branches o 2 releases A2 29 contributors ds BSD-3-Clause

. master -~ New pull request Create new file Upload files Find file

. agl Mention state of the prgject in README.md.
bbssig Update references from coce.google.com to GitHub. 3 years 2qo
bn258cgo Lipdate references from coce.googla.com to GitHub.
clent Set more Vim opticns t¢
df_‘f_‘rw)l Update references from coce Joogia.com to GitHub
doc Remove links to precompiled binaries.

editstate Upadate references from coce.joogia.com to Grit—Hub.




Pond

e Fixed-size messages
e Asynchronous

e PANDA rendezvous
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Threat Model

e Network Adversary (NSA) watching patterns of traffic to
understand who is talking to whom.



Loopix

waw.usenix.org/system/

files/conference/usenixsacurity17/s«

J

The Loopix Anonymity System

Ania M. Piotrowska
University College London

Sebastian Meiser
[niversity College Tondon

Abstract

We present Loopix, a low-latency anonymous commu-
nication systcm that provides bi-dircctional ‘third-party’
sender and recerver anonymity and unobservability.
Loopix leverages cover traffic and Poisson mixing—brief
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University College London

Tariq Elahi
KU Leuven

Jamie Hayes

George Danezis
[Tniversity College Tondon

cent leaks of extensive mass survelllance programs', ex

posing such meta-data leads to signibicant prnivacy risks.
Since 2004, Tor [20], a practical manifestation of
circuit-based onion routing, has bacome the most popu-
lar anonymous communication tool, with systems such
as Herd [33], Riposte [11], HORNET [1(]] and Vu-







Katzenpost

github.com/Katzenpost

0 This orgenization Seerch Pull requests Issues Marketplace

m Katzenpost

Sphinx based e-mail.

ElRepositories 7

Tvee: All ~ Lanquage: All ~

client Top lengueges
Client mplementation. ® Go
@Go Updated 9 hours ago

People
daemons

davidd415
client ) server programs and dependency vendoring David Stainton

w1 Updated Y hours aqo
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Ricochet

ricochet.im

Anonymous instant messaging for real privacy

Ricochet is z different approach 1o instant messzging that doesn’t trust anyone in protecting your privacy

inate metadata. Nobody knows who you are, who you talk to, or what ycu say.
1y cnonymous. Shara2 what you want, without sharing your identity and locaticn.
1v ir the midale. There are no senvers to monitor, «

~N T & Char - c . r~ ~ -y -~ ~ ~ 2} iTalbe] o \
acfault. Security isn't secure until it'e automatic and cas

Ricochet Get started

stversion is 1.1.4 (November 5, 20716). You can also
How it works

Ricochet Lse o to reacn your cantacts without re \ViIFg Cn SSag ng servers. It creates a

W

, WNhICh 15 usad to rendezvous with your contacts without revealing your location or IP




Ricochet

github.com/ricoznat-im/ric

0 This repository Search Pull requests Issues Marketplace Cist

ricochet-im / ricochet-go & Star 18 ¥ Fork
<> Code Issues 0 Pull requests Projects 1 Insights «
Experimental multiprocess Ricochet client in Go https://ricochet.im/

) 86 commits V1 branch v 0 releases 42 2 contributors

. master ~ New pull request Create new file Upload files Find file

e Special core: M nor fixes for nbound contact reques:s Latest commit 2322219 10 days ago

core core: Minor fixes for inbound contact requests 0 days ago

ricochat-cli iz Only print 'new message’ far inbound messages 10 days ago
rec core: Implement inkcund contact reques:s 11 days ago
vendor vendor: Switch go-ricochet back to upstiream 7 months aqo
) months 2qo

gitignore slete backend anc rename cli to ricochet-cl

Lrevisym Add minimal travis ¢¢ Y months 8go







Threat Model

 Network Adversary, or Server, watching patterns of traffic
to understand who is talking to whom.



Private Information
Retrieval

Can | retrieve a message @

from a server without the
server knowing which
message it gave me?

With reasonable network
costs?
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DP5

hyperelliptic.org/P<C) as/dpE-pse pdf

DP5: Privacy-preserving
Presence Protocols

lan Goldberg

joint work with Nikita Borisov, George Danezis

Cryptography, Security, and Privacy Research Lab
University of Waterloo

Post-Snowden Cryptography
Brussels, 10 December 2015
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githud.com/szecnuen/dps_proxy

gzechuen/dp6_groxy: XMPP Proxy for DPE szechuan/CCC-Fracale: Simple script to grab CCC Presale tickete

O This repository  Search Pull requests Issues Marketplace Gist

szechuen [/ dp5_proxy @ Watch v
<> Code lssues § Pull requests 0 Projects O Wiki Insights ~
XMPP Proxy for DF5

D 445 commits V1 branch v 1release n3 contributors

Branch: master v New pull request Create new file  Upload files  Find file

‘ szechuen Not checking cert in health check fer now Latest commit cd4c99e on Mar 3
dp5 X st th 1« . 8 months ago
gitignore Exclude compilec ninary 5 months aqo
gitmodules emoved relicwrapper module 3J years aqo
Dockerfile-client Added Docker build for client proxy 5 months ago

Dockerfile-server Not checking cert in health check for row 9 months ggo

REACME.md \dded Docker build for client proxy 5 months ago




Threat Model

 Global Passive Network Adversary, or Server, watching
patterns of traffic to understand who is talking to whom.



raymondcheng.net,download papers talek-ir pdf

Talek: a Private Publish-Subscribe Protocol

Raymond Cheng', William Scott!, Bryan Parno?, Irene Zhang'

Arvind Krishnamurthy'. Thomas Anderson!

{University of Washington, ICarnegie Mellon Universiry

Abstract

Modemn applications share user-generated data over the
cloud, ofien exposing sensitive information. Talek is a
private publish-subscribe (pub/sub) system (hat shares
user data through potentially untrustworthy servers,
while hiding both data content and the communication
patterms among its uscrs. Talck is designed with two
zoals that distinguish it from the prior work in private
messaging. First, Talek s designed with the strong
security goal of access sequerce indistinguishabiliry,
where clients leak no information to adversarial servers
that might help an adversary distinguish between two
arbitrary-lenglh client access sequences.  Second, our
system aims to be practical for general-purpose work-

range of applications, including group messaging, news
feeds, and data synchronization, Publishers create mes-
sage logs, which groups of trusted subscribers read at &
later time. As long as clients and at least one server are
uncompromised and running authentic versions of the
software, Talek prevents a cloud operator from learning
anything about the communication patterns of the users
Combined with encryption, developers conceal both the
contents and metadata of users’ application usage with-
out losing the reliability and availability of the cloud.
Recent research has advanced both one-to-one pn-
vate messaging (2, 3, 52,59] and anonymous broadcast-
ing |17-19,42,60]. These systems offer security guar-
antees roote¢ in K-anonymity [S57], plausible deniabil-







Talek

e Deterministic-Random Writes
e Dense packing of messages (Cuckoo hashing)

e Efficient lookup (GPU)



Talek

e 5000 Lines of Go
e (+500 lines for XMPP shim; talexmpp)
e 3 Components

e App client library: Libtalek

e Talek Server: 'Replica’

e (Coordinator: 'Frontend'



Talek

https://wills.co.tt/talexmpp



Trade-offs

Signal - Server trust
Mix Networks - Latency
Tor - Global passive adversary. Asynchronous

PIR - Computation



Messaging Without Metadata

https://github.com/privacylab/
@WillScott



