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Messaging



End-to-End Encryption



Signal



Signal



Signal

• Forward Secret


• Deniable


• Asynchronous





Threat Model

• Network or Server passively watching / monitoring traffic


• Surveillance of the contents of messages



Signal



Scaling

• (n+1)sec


• Flute


• mpENC

https://github.com/equalitie/np1sec
https://github.com/asn-the-goblin-slayer/flute


Metadata

• When a user is online


• Contact List


• When messages are sent


• Size of messages



Metadata

We kill people based on metadata 
—Michael Hayden, NSA/CIA



Pond



Pond

• Fixed-size messages


• Asynchronous


• PANDA rendezvous
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Threat Model

• Network Adversary (NSA) watching patterns of traffic to 
understand who is talking to whom.



Loopix



Loopix



Katzenpost





Ricochet



Ricochet





Threat Model

• Network Adversary, or Server, watching patterns of traffic 
to understand who is talking to whom.



Private Information 
Retrieval

Can I retrieve a message 
from a server without the 

server knowing which 
message it gave me?


With reasonable network 
costs?



Private Information 
Retrieval

x1 ^ x2 ^ x4 ^ x9 x1 ^ x2  ^ x9



DP5



Messaging



DP5



Threat Model

• Global Passive Network Adversary, or Server, watching 
patterns of traffic to understand who is talking to whom.



Talek



Talek

x1 ^ x2 ^ x4 ^ x9 x1 ^ x2  ^ x9



Talek

• Deterministic-Random Writes


• Dense packing of messages (Cuckoo hashing)


• Efficient lookup (GPU)



Talek
• 5,000 Lines of Go


• (+500 lines for XMPP shim; talexmpp)


• 3 Components


• App client library: Libtalek


• Talek Server: 'Replica'


• Coordinator: 'Frontend'



Talek

https://wills.co.tt/talexmpp



Trade-offs

• Signal - Server trust


• Mix Networks - Latency


• Tor - Global passive adversary. Asynchronous


• PIR - Computation



Messaging Without Metadata
https://github.com/privacylab/


@WillScott


