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• Identify Adversaries & Threats


• Existing Mechanisms


• Remaining Challenges

Secure Messaging



Alice & Bob

👩🔬 🧑💻





Direct

👩🔬 🧑💻
Adversary: 
Network Observer

Adversary: 
Malicious Software



• Encryption


• Message Expiry


• OS Sandboxing / Isolation



Centralized

👩🔬 🧑💻

Facebook, whatsapp, slack, irc, wire, threema, etc.



Centralized

👩🔬 🧑💻
Adversary: 

Local Network

Adversary: 
ISP

Adversary: 
Data Center

Adversary: 
Hacked Server

Adversary: 
Government

Adversary: 
Acquisition



• Encryption


• Message Expiry


• OS Sandboxing / Isolation


• Traffic Obfuscation


• Server Hardening



Centralized

• Availability


• Multiple devices,  mobile push

• Centralized Costs


• Legal/Regulatory



Federated

👩🔬 🧑💻



'Decentralized'

👩🔬 🧑💻



'Decentralized'

Ricochet.im Tox.chat



• Encryption 

• Message Expiry


• OS Sandboxing / Isolation


• Traffic Obfuscation


• Server Hardening





No Encryption

👩🔬Alice

🧑💻Bob 
192.168.0.1 
hostname.tld

We should consider 
switching to more 
private methods of 
communication...



Transport Encryption

👩🔬 🧑💻

To: Facebook





E2E Encryption

👩🔬 🧑💻

To: Bob



E2E Encryption

OMEMOOTRSignal Protocol

https://signal.org/docs/

https://conversations.im/omemo/

https://otr.cypherpunks.ca/



• Connection Establishment


• Deniability



Connecting

👩🔬
🧑💻?

Who is bob? who do I trust to map "bob" to an identity?



Connecting



Connecting

https://github.com/signalapp/contactdiscoveryservice

+ ORAM Pseudonyms

https://github.com/signalapp/contactdiscoveryservice


Connecting

https://en.wikipedia.org/wiki/Web_of_trust



Connecting

https://gist.github.com/rjhansen/67ab921ffb4084c865b3618d6955275f



Connecting



Connecting

TOFU

https://en.wikipedia.org/wiki/Tofu

https://en.wikipedia.org/wiki/Tofu


https://github.com/agl/pond

https://github.com/agl/pond


Deniability
https://blog.erratasec.com/2016/10/yes-we-can-validate-wikileaks-emails.html

https://blog.erratasec.com/2016/10/yes-we-can-validate-wikileaks-emails.html


Forward Secrecy

👩🔬 🧑💻<Message> 

My next public key is 

<Message> 

My next key public key is 

<Message> 

My last private key was  
my next public key is... 



• Encryption


• Message Expiry 

• OS Sandboxing / Isolation


• Traffic Obfuscation


• Server Hardening





Expiry

The "screenshot" adversary



Expiry

GrayKey / Cellebrite 
or "ADB" on android

https://bit.ly/39dzEDy 
https://bit.ly/2EREN66

https://bit.ly/39dzEDy
(the forensic adversary)



• Encryption


• Message Expiry


• OS Sandboxing / Isolation 

• Traffic Obfuscation


• Server Hardening





Tinfoil Chat

https://github.com/maqp/tfc



Recovery & Backups

"Behind the Scenes with iOS Security" - Ivan Krstić. Blackhat 2016



• Encryption


• Message Expiry


• OS Sandboxing / Isolation


• Traffic Obfuscation 

• Server Hardening



Obfuscation

👩🔬
To: safe.com

To: chat provider

http://safe.com


Obfuscation
https://techcrunch.com/2018/04/19/russias-game-of-telegram-whack-a-mole-grows-to-19m-blocked-ips-hitting-twitch-spotify-and-more/

https://techcrunch.com/2018/04/19/russias-game-of-telegram-whack-a-mole-grows-to-19m-blocked-ips-hitting-twitch-spotify-and-more/


Padding

👩🔬

Text messages and Images 
look different on the wire. Images are much 

bigger.

White, Andrew M., et al. "Phonotactic reconstruction of encrypted voip conversations: Hookt on fon-iks." IEEE S&P 2011



Activity

👩🔬



• Encryption


• Message Expiry


• OS Sandboxing / Isolation


• Traffic Obfuscation


• Server Hardening



Server Hardening

https://www.reuters.com/article/us-china-skype-censorship/idUSTRE49238X20081003



Server Hardening

https://tcrn.ch/2Kjou5q



Server Hardening

Message Metadata:


• Size


• Source


• Destination

Padding



Link-ability

To: Bob



Link-ability

👩🔬 🧑💻

Mix

https://katzenpost.mixnetworks.org/

https://katzenpost.mixnetworks.org/


Private Information Retrieval

👩🔬
🧑💻?



Private Information Retrieval

👩🔬

Information Theoretic

Exclusive Or

0 0 0

0 1 1

1 0 1

1 1 0



Private Information Retrieval

👩🔬

Information Theoretic

⊗



Private Information Retrieval

• (PIR) Talek - https://github.com/privacylab/talek


• (PIS) Express - https://github.com/SabaEskandarian/Express





Multiparty

👩🔬 🧑💻

👨💻
https://signal.org/blog/signal-private-group-system/



👩🔬 🧑💻

👨💻
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